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IN THE CLAIMS : 

1 . (Original) A method in a network switch, the method comprising: 
receiving a data packet on one of a plurality of network switch ports; and 

generating a packet signature of the received data packet by hashing selected portions of the 
received data packet based on prescribed hash action values of a user-programmable template. 

2. (Previously Presented) The method of claim 1 , wherein the network switch includes a hash 
generator, the generating step including: 

hashing the selected portions based on a first group of the hash action values specifying initiating 
the hash generator at a beginning of the selected portions, respectively; and 

halting the hash generator based on a second group of the hash action values specifying halting the 
hash generator at an end of the selected portions, respectively. 

3 . (Original) The method of claim 2, wherein the selected portions of the received data packet 
have prescribed data values matching the user-programmable template, the method further including storing 
the packet signature of the data packet in a memory for the corresponding user-programmable template. 

4. (Original) The method of claim 3, further comprising: 
receiving a second data packet on the one network switch port; 
generating the packet signature for the second data packet; and 

comparing the packet signature for the second data packet with the stored packet signature for 
classification of the second data packet relative to the user-programmable template. 
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5. (Original) The method of claim 4, wherein the comparing step includes simultaneously 
comparing the packet signature for the second data packet with a plurality of the stored packet signatures 
for classification of the second data packet relative to a plurality of the user-programmable templates, 
respectively. 

6. (Original) The method of claim 5, wherein each of the network switch ports include a packet 
classifier module having the hash generator, the step of simultaneously comparing the packet signature for 
the second data packet with a plurality of the stored packet signatures being performed in the 
corresponding packet classifier module of the one network switch port having received the second data 
packet. 

7. (Previously Presented) The method of claim 1, further comprising simultaneously comparing 
the packet signature with a plurality of stored packet signatures for classification of the data packet relative 
to a plurality of the user-programmable templates, respectively. 

8 . (Original) The method of claim 1 , wherein the selected portions of the received data packet 
have prescribed data values matching the user-programmable template, the method further including storing 
the packet signature of the data packet in a memory for the corresponding user-programmable template. 

9. (Original) The method of claim 8, further comprising: 
receiving a second data packet on the one network switch port; 
generating the packet signature for the second data packet; and 

comparing the packet signature for the second data packet with the stored packet signature for 
classification of the second data packet relative to the user-programmable template. 
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10. (Original) The method of claim 9, wherein the comparing step includes simultaneously 
comparing the packet signature for the second data packet with a plurality of the stored packet signatures 
for classification of the second data packet relative to a plurality of the user-programmable templates, 
respectively. 

1 1 . (Original) The method of claim 1 , wherein the user-programmable template includes a plurality 
of hash action values, the generating step including: 

initiating hashing of a first of the selected portions based on a first of the hash action values 
specifying starting hashing at a prescribed beginning of the first of the selected portions; and 

halting hashing for the first of the selected portions based on a second of the hash action values 
specifying halting hashing at a prescribed end of the first of the selected portions. 

12. (Original) A network switch comprising: 

a table configured for storing user-programmable templates, each user-programmable template 
including hash action values that specify selected portions of a received data packet to be hashed for 
generation of a packet signature; 

a hash generator configured for hashing the selected portions of received data packet based on the 
hash action values to generate the packet signature for the received data packet; and 

a comparator configured for comparing the packet signature of the received data packet with at 
least one stored packet signature for classifying the received data packet relative to the corresponding user- 
programmable template and prescribed user-defined switching policies. 

1 3 . (Original) The switch of claim 1 2, further comprising a template controller configured for 
storing the packet signature of the received data packet for the corresponding user-programmable template 
as one of the prescribed user-defined switching policies in response to a store signal. 
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1 4. (Original) The switch of claim 1 3 , further including a plurality of network switch ports each 
including the hash generator and comparator. 

1 5 . (Original) The switch of claim 1 2, wherein each hash action values specifies a location offset 
relative to a beginning of the received data packet, and one of an initiate hash action specifying initiation of 
hashing by the hash generator at the corresponding location offset and a halt hash action specifying halting 
of hashing by the hash generator at the corresponding location offset. 

1 6. (New) The method of claim 1 , wherein the network switch is implemented on a single chip, the 
steps of receiving and generating being performed in the single chip. 
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